SECRET

VANCOUVER 2010 INTEGRATED SECURITY UNIT
JOINT INTELLIGENCE GROUP

SITUATION REPORT April 1st, 2007

FORWARD:

The purpose of this Situation Report is to provide an overview of issue
may adversely affect the Vancouver 2010 Olympic Games. The. six threg actol
currently momtored by the Vancouver 2010 Jomt Intelhgence ‘

report was obtained from JIG investigations, open source" and law enforcement
sensitive documents.

originator. “This document is the property of the Royal Canadlan Mounted Police. This
record may be subject to mandatory exemption under the Access to Information and
Privacy Acts. If access is requested under that legislation, no decision regarding
disclosure should be made without prior consultation with the departmental privacy
coordinator of the Royal Canadian Mounted Police.
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VANCOUVER 2010 INTEGRATED SECURITY UNIT
JOINT INTELLIGENCE GROUP

SITUATION REPORT
April 1st, 2007

EXECUTIVE SUMMARY:

. This Situation Report is provided in support of the 2010 OIympt d Para!@pic
Games to be held in Vancouver, BC. As well as, the Qly ;
will start to move throughout Canada in late 2009. ’
- Olympic Torch Relay: November 2", 2009 to Febru
- Olympic Games: February 12" to 28", 2010 4
- Paralympic Games: March 12" to 21%, 2010

. Financial Security/Organized Crime: e triost J%e and immediate

i { and Paralympic Games
ars at stake in construction and
service contracts, both orgamzed cnmei 1 idual criminals will seek to profit
at the expense of the Gameg: u g’ﬁ eis expected to be a factor in the
increase of sex-trade worlk 20‘%@mlymplcs There isa rlsk that the

prostitution.

. Public Orderi

- 4w e——cwemsTEIRT T

SR,

» Emotionally Disturbed Persons (EDPs): Although EDPs may not pose a

specific threat and are often merely disruptive, it will be important to continue to
identify these individuals and to assess their propensity for violence.

o Information Technology Security:
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Terrorism: The RCMP’s National Security Threat Assessment Section (NSTAS)
is responsible for assigning threat levels associated to terrorig.@ in Canada. The
JIG Situation Report highlights the environmental scan on tefrggrelated issues
that impact the 2010 Games.

TR

,wganada. The JIG Situation Report highlights emerging public
‘thafi’r“nay impact the 2010 Olympic Games. The most recent

use fear of a global pandemic is the Avian Influenza (Al). Alisa
iwviral infection which can affect several species of birds and may, on

occurred to people having prolonged contact with heavily contaminated
environments; human-to-human transmission of Al is extremely limited. The
main concern is that the virus may mutate into a form that can easily pass
between people and lead to a worldwide flu epidemic. The Al virus has appeared
on several BC poultry farms in the last couple of years. Another highly
contagious disease that is affecting the Lower Mainland is the recent outbreak of
tuberculosis on Vancouver Island and Vancouver's Downtown Eastside. Water

and food contamination are areas that require diligent monitoring during the
Page 3 of 51

FTTa % TTO F b o

000327



AR g e, L. T YO T L N PEL | T v SN TR TN oH YRSln W Al Tkl Eaa bk B e MM el L o

SECRET

Games. The heavy rainfalls in October 2006 led to the flooding of several
Vancouver reservoirs resulting in the high turbidity of drinking water.

THREAT MATRIX:

Issue Threat

Financial Security /
Organized Crime

Public Order

Emotionally Disturbed
Persons

IT Security

Terrorism

Public Health

>:gnd Paralympic Games will be held in Vancouver, BC from
and from March 12" to 21! 2010. More than 5,000 athletes from
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. 2010 OLYMPIC GAMES
THREAT FACTORS

Threat factors examined in this Situation Report include: Financial Security/Organized
Crime, Public Order, Emotionally Disturbed Persons, IT Security, Terrorism, and Public
Health. The JIG will not assign threat levels to Terrorism or Public Health as those
areas of responsibility lie with NSTAS and Health Canada respectively.

1. Financial Security/Organized Crime

reported, the threat of corruption is an if e ;g‘ Btesb Hict
money and multi-million dollar prot”’g assg@‘ ed o the'Games. According to the
chairman of Transparency Internatlo re is corruptlon more ingrained

thani m the constructlon sector.”” -

méy result in reputational risk, and
egous or defective project.

A OC s \ﬁ%rterly Financial Report, the excess of deferred

nues over deferred expenses was in excess of $34.1million (CDN)
ofiths ended July 31,2006 and deferred operating revenues of

1e quarter ending Jan. 31, 20072, According to the report “it is
es organizing committees for this excess or deficiency to fluctuate
of the recelpt of revenues and the payment of expenses is

-
b. According

1http:llthebusinessonline.com

2,
"The Vancouver Sun. Dated March 16, 2007

%interim Financial Statements, VANOC Quarterly Report December 19, 2006. p.4.
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Since the 2006 construction season is effectively over in Whistler, VANOC is now
focused on new sponsorship and revenue possibilities. Their business plan will
reflect a $1.7 billion (CDN) operations budget. The biggest single expense this
quarter was $7.2 million (CDN) for technology, an area that is going to be one of
the biggest costs to the Olympics. On the sponsorship side, VANOC now has
approximately 15 sponsors bringing in $115 million (CDN), ranging from major
partners like Bell Canada and HBC to suppliers such as Vincor Canada (wine
supplier)*.

(CDN) contingency. In releasing its second quarterly fi
2007, VANOC said it is showing a small operal;g surplt

giving Canadian athletes two full 'seasons, t;ﬁamm & sompleted venues.
; forced to dip into the
contingency fund. The fund was cref ar aﬂer ANOC approached the
provincial and federal governments, eded $110 million (CDN) more

than the original construction 9 million (CDN). The two biggest

increases on its projects thig#ast quar ter we on its two major Whistler venues,

the Sliding Centre and the Nordic f@.ﬂgzn Callaghan Valley. Each rose by $5
ordlc%lte t0 $119.7 million (CDN), and the bobsled

million (CDN), pushing the]
and luge track to $184.5 M| also suffered minor cost increases on

and Whistler ski venues®.

truction will ramp up in the Spring and Summer
%majorlty of the venue expenditures are incurred from

;gge end of 2007 are the: Whlstler Sliding Centre, Whistler
f jetition venue, Cypress Freestyle and Snowboard venue, Whlstler

*The VancolveliifiDated December 12, 2006

5
The vancouver Sun. Dated March 16, 2007

®Interim Financial Statements, VANOC Quarterly Report December 19,2006. p.11.
"Interim Financial Statements, VANOC Quarterly Report December 19,2006. p 21.

®interim Financial Statements, VANOC Quarterly Report December 19,2006. p 12. i
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Organized crime is expected to be a factor in the increase of sex-trade workers
during the 2010 Olympics. Human rights advocates are concerned that the 2010
Olympic Games will generate a heightened demand for sexual services from
foreign and domestic sex trade workers in Vancouver and surrounding areas.
Historically, there has been an intrinsic link between prostitution and the Olympic
Games. Spikes in prostitution demands have coincided with major international
sporting events, such as the World Cup and previous Olympl%Games (Torino,
Athens and Salt Lake City). There is a risk that the Vancouvér: §§a will become
an increasingly attractive destination for criminal groups and mdasg uals inv: Jyed
in trafficking persons for the purposes of prostitution.® )

programs for prostitutes'® . Vancouver NDP MP by DA L_«_IES says a
parhamentary committee's recommendatlon to pun " nlyiprostitutes’ customers
and pimps is too simplistic because it ig AGH e many prostitutes
consider their work a business. Othgr localgomen’ ps have held roundtable
discussions on how to stop the legalizag] prostitution. These groups state
that prostitution is inextricably linked to'th e abtrafficking of humans and the
exploitation of women and ren’ The 2§10 Olympics adds an urgency to
address the issue of pros it i ict¥ a sporting event can be fertile

mits (TRPs) for up to 120 days to victims of human

§ “'*”,_:‘ble victims to begin the recovery process from the
‘ lglble for health-care benefits under the Interim

% The RCMP is currently working with the UN to
trafficking as Canada has been recognized for its development
mbat the problem. The UN is putting together a world-wide
anual for identifying and protecting victims of human trafficking.
vill be developed in multiple languages to be used by investigators

G
List, 2005-11-01

mLiving in Community, Balancing Perspectives on Vancouver's Sex Industry, Draft Action Plan

""The Province. Dated February 28, 2007.

"2Citizenship and Immigration Canada May 11, 2006

3
RCMP Media, /Communications "E" Division Dated March 3, 2007. -

Page 7 of 51

000331



M L W s | | P N e s SRS S Y N s 9] v m R o Ly

SECRET

d. The Vancouver 2010 Integrated Security Unit - Joint Intelligence Group (JIG) has
or is conducting several intelligence probes

SR .
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f. Access to Information and Privacy (A-TIP) can adversely affect the security of the
Games. Recent A-TIP requests to the 2010 Integrated Security Unit (ISU) has
worked to publicize 2010 ISU-JIG capabilities, vulnerabilities and resources. Such
information can be put to nefarious counter-intelligence use by terrorist or protest
groups compromising the security of the 2010 Games. Access to such information
should be deferred to at least two years after the Games in order to protect the
integrity of security initiatives and personnel. \

g. Foreign Extremist Groups

i. Islamic Extremists

.....

to the ﬁ@g{ged %Sref;ies andﬁ&arned that "new events" were on the
way6 Thef,in Octabi 006 Hossam Abdul RAOUF, an Al Qaeda

Sjrorist attagks similar to 9/11, Madrid and the London transit
) ..[he threat condemned Prime Minister Stephen HARPER
; ' 'puII out of Afghanistan and Canada's support of the
nstlan Crusade” against Al Qaeda. It further chastised Canada for
a,\wgatlc adherence to Chrlstlanlty“ as well as its purported
fatterﬁ‘pts to "damage the Muslims"® . Canada is viewed as a priority
“'_;arget because of the country's high-profile role in Afghanistan and its
. ‘Close relationship with the United States in the war on terrorism.

November 11, 2006 the RCMP's national-security branch released a
statement that Al Qaeda terrorists intended to attack Canada,

67CNN News

68The National Post
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however it was impossible to say whether the attack was imminent®®,
Canadian targets, home or abroad are particularly attractive because
the country has not yet been hit. Canada alone of the five countries
cited as enemies of Al Qaeda has yet been attacked by the terrorist
group. The other four countries mentioned by Al Qaeda were the
United States, Britain, Spain and Australia.

Recently, Al Qaeda called for terrorist strikes ag nst Canadian oil
and natural gas facilities to hurt the United State? onomy An
onime message posted by an Al Qaeda organlzati L i

areas WhICh supply the United States .
one exporter of oil and gas to the US". T
threat, claimed responsibility for lag

J are; Canada, Mexico
Ben instructed to target oil fields,

: diers. In the event of a major oil
would drastically increase having a
ion.”

69The Globe and Mail

0
B The Vancouver Sun
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